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JUIsL pa3sMellieHust Ha caiTe

HMHPOPMAHHWUOHHAS NTAMATKA
AJIS OBYYAIOWUXCS A5 PASMELLEHWS
HA OOUHNAJIBHBIX UHTEPHET-PECYPCAX

C KaxIbIM IOJIOM MOJIOJENU B HHTEPHETe CTAHOBUTHLCH OOosibllie, a IIKOJb-
HUKH OAHHM U3 CaMbIX aKTUBHBIX IoyIb30oBaTesneil PyHera. Mexay tem, NOMUMO
OTPOMHOI'0 KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U 11poldiiemMbl. JTa namsr-
Ka 10JDKHA MOMOYb Tebe 0e3011aCHO HaXOAUTLCS B CETH.

KomnprorepHblie BUPYChl

KoMnblorepHblii BUpPYC - 3TO PasHOBUIIHOCTL KOMIILIOTEPHBIX 11POIPAMM,
OTJIMYUTENBLHON 0COOEHHOCTLIO KOTOPOH SIBISETCS CIIOCOOHOCTL K Pa3MHOXKCHHIO.
B nononHenue k 3TomMy, BUPYChl MOTYT NOBPEAMTL WM IOJHOCTLIO YHUUTOXKUTH
Bce (haifnibl U JaHHBIE, IOJKOHTPOJbLHDIC MTOJIL30BATENIO, OT UMCHH KOTOPOro Oblia
3amyllleHa 3apa)kKeHHas NporpaMma, a TaKXe [OBPCAUTbL WM JaKe YHUYTOXHTh
ONEPALlMOHHYIO CUCTEMY CO BCeMHU ¢ailylamu B LeJoM. B OonblIMHCTBE cily4yaes
pacIpoOCTPaHsIOTC BUPYChl UEPE3 UHTEPHET.

MeToabl 3a1{UThI OT BPEAOHOCHBIX [IPOIPaAMM:

1. Ucnonb3yli COBpEMEHHbIC OIMEPALUOHHBIE CUCTEMbl, UMEIOLLIHUE CCPbE3-
HbIH YPOBEHb 3aLLUUThI OT BPEJOHOCHBIX MPOIPamMM;

2. IlocTosiHHO ycTaHaB/MBal 1adry (UKMQpoBble 3alLIaTKy, KOTOpblE aBlo-
MaTUYECKH YCTaHaBIHBAIOTCA C LICJIBIO JOPabOTKH IIPOIpamMMbl) U JIpylue 0OHOB-
JeHusd cBoell onepauUMOHHOH cucreMbl. CKayuBall MX TOJLKO ¢ O(UUHAILHOIO
caiita paspadorunka OC. Eciid cywecrByer peuM aBroMaruuecKkoro obHosile-
HMSl, BKJIIOYU €rO;

3. PabGotail Ha cBOeM KOMIIbIOTEpE MOJ1 [paBaMU 110J1b30BATEIs, 4 HE a/IMU-
HUCTpaTopa. 3TO HE MO3BOJIMT 60J'lblIII/IHCTBy BPCAOHOCHbIX NPpOI'paMM HHCTA LI~
pOBaTbCs Ha TBOEM NEPCOHATBHOM KOMIIBIOTEPC;

4. Vicnoab3yd aHTUBUPYCHBIE [IPOIPAMMHbIE IIPOAYKTbI U3BECTHBIX NPOU3-
BOIMTEJICH, C aBTOMATHYCCKUM OOHOBJICHHEM 04a3;

5. Orpanuub PU3UYECKUMA LIOCTYIl K KOMIILIOTEPY JUIsl HIOCTOPOHHUX JIULL;

6. Mcnones3yii BHCINHKE HOCUTEIIM UHBOpMaLMK, Takue Kak duielika, JIUCK
uiy Gain U3 UHTEPHETA, TOJILKO U3 IIPOBEPEHHbIX UCTOYHUKOB;

7. He orkpbiBaii KOMIIbIOTEPHbIE Gaiiibl, MOJYYEHHbIC U3 HEHAJIEKHDIX HUC-
TOYHUKOB. [laxke Te ¢aiiibl, KoTopble Mpucian TBoH 3nakombiil. Jlydwe yrounu y
HEro, OTIPAaBJIsj 1M OH Tede ux.

Ceru WI-FI

Wi-Fi - 910 He BUA nepeauy JaHHLIX, HE TEXHOJIOIUS, 4 BCCI'O JIMIbL OpeHn,
mapka. Eume B 1991 roay Huiepianjackas KomliaHds 3aperucrpuposaia OpeHA



"WECA", yro obo3navano ciosocoueranue "Wireless Fidelity", koropsiit nepe-
BOJMTCS Kak "OecripoBojiHasi TOUHOCTh".

Jlo Haulero BpeMeHH jiouia Jipyrast abOpenuarypa, Koropas siB/seTcs Takou
Ke TexHojiorued. Jro abOpesuarypa "Wi-Fi". Takoe nazsanue ObUIO JaHO C
HaMEKOM Ha craHuapr Beiculed 38ykoBoi texuuku Hi-Fi, yto B nepesojie o3naua-
€T "BbICOKAsl TOYHOCTD".

Ja, OecrinarHblil HHTEpHET-A0CTYII B Kade, OTelisX U ajporioprax sB/sieTcs
OTJIIMYHOH BO3MOXHOCTBIO BbIXOJa B MHTepHeT. HOo MHOIHE JKCIiepTbl CHMTAIOT,
4yTO odulenoctynHole Wi-Fi ceru He aBisitorcst 6e30MacHbIMMU.

Cosetsl 110 0e30nacHocTu paboTel B 001weA0CTYNHbIX ceTsix Wi-fi:

1. He nepenasaii cBoio nuHyto uHpopmanmio yepes oduiegocryunbie Wi-Fi
cetu. Paboras B HUX, XKenaTellbHO HE BBOAUTDL HAPOJIM JOCTYNE, JIOTUHBl H KaKuUe-
TO HOMEDA;

2. Mcnonp3yé 1 0OOHOBJISH aHTHUBUPYCHDLIE MPOIPaMMbl U OpaHmayep. Tem
caMbIM Tbl 00Ge30racullb cedst OT 3aKa4KH BUPYCa Ha TBOE YCTPOMCTBO;

3. [Ipu ncnonwzosanuu Wi-Fi otkmoun @ynkuuio "O6umi joctyn k daii-
naMm 4 npuHrepam". lannasi GpyHKUUS 3aKpbiTa [0 YMOJYAHUIO, OJHAKO HEKOTO-
pble NOJAL30BATENH aKTUBUPYIOT €¢ /Ul y100CTBa UCIIOJIb30BaHUs B padore WiIu
yuebe;

4. He wncnonpsyit nyouuunsid WI-FI juist nepejauu JIMUHBIX JJ@HHbIX,
HAIIPUMED LI BbIX0JA B COIMAIbHBIC CETH WM B WICKTPOHHYIO [10YTY;

5. Ucionb3y# Tosbko sawuuentoe coequuenue yepes HTTPS, a ne HTTP,
T.¢. pu Habope BeG-apeca BBOjM uMenHO "hitps://";

6. B moOuiibHOM Tenedone orxinoyun dyukuuio "Hoaknouenue k Wi-Fi as-
tomatuyeckn". He nomyckal aBroMaTH4yecKoro IOAK/IIOYEHUs yCTpocTBa K ce-
TsiM Wi-Fi 0e3 TBoero cornacus.

CounanbHble ceTu

CoumanbHbIC CeTH aKTHUBHO BXO/SIT B HALLY XH3Hb, MHOI'HE JIOAX padoTalor
M XKUBYT TaM HOCTOAHO, a B F'acebook yxe 3aperucrpuponad MyILIMap/ 4eIoBexk,
YTO SIBJISIETCS OJHOM CeIbMOM BCeX KUTC/IeH 1L1aHeThl. MHOI'ME 110J16b30BATENN HE
IIOHUMAIOT, 4T0 UH(DOpMalLUs, pa3MelleHHass UMH B COLMAJIbHbIX CETsX, MOXKeT
OBbITH Haifmeﬂa U HUCMOJIB30BaHa K€M YI'OJHO, B TOM YHCJIC HE o0s13aresibHo ¢ 6a-
rMMH HaMepeHHsIMH.

OcHOBHbIE COBETBI 110 0€30IIACHOCTH B COLMAIILHBIX CETHX:

1. Orpanuusb crucok jipyseid. Y 1edst B JIpy3bsix HE JOJDKHO ObITL cily4ai-
HbIX U HE3HAKOMBIX JIIOJICH;

2. 3amuinai cBoo YacTHYIO KUM3Hb. He ykaspisail 11apoJiy, reiieotsl, ajipe-
ca, 1aTy TBOEIO POKICHHUS W APYTYIO JHUHYIO HHOOPMALHIO. 3JI0YMbILUICHHAKH
MOTYT MCIOJIb30BaThL Jake HHPOPMALHMIO O TOM, KaK Thl U TBOH POJUTEIH TIJIaHH-
pyeTe MpoBeCTH KaHUKYJIbI;

3. 3ammuiaf CBOIO peryTauHIO - JICPXKU eC B YMCTOTe M 33Jasail cebe Bo-
11poc: Xotes Obl Tbl, YTOOLI Jpyrue MoJb30BaTCIU BUICIH, YTO Thl 3arpyxaellb’
[Tonymaii, npexie 4eM 4ro-To OlyOaMKOBaTh, HAIIUCATDL U 3arPY3UTh;



4. Ecamn Tbl TOBOPHULIL C JIKOJIBMH, KOTOPBIX HE 3HAellb, HE UCTIONb3YH CBOE
peajlbHOe MMs U APYI'YIO JIMYHYIO MHQOPMALUU: UMS, MECTO KUTEIbCTBA, MECTO
y4eObl 1 Mpouee;

5. U3Gerail pasmenienus dotorpaduit B UHTepHere, rue Tbl U300paxeH Ha
MECTHOCTH, [10 KOTOPOH MOXHO ONPEIC/IUTh TBOC MECTOIOJIOKEHHUE;

6. Ilpu peructpauuu B COLUUAIBLHON CCTU HEOOXOJAUMO MCIIOJIB30BATh CIOXK-
Hbl€ NapOJIK, COCTOALIHE U3 OYKB ¥ LIMQP U ¢ KOTTHYCCTBOM 3HAKOB He Meliee §;

7. JAns conualibHOM ceTH, NMOYThl H APYTHX CAUTOB HEOOXOUUMO HCII0JIB30-
BaTh pasHble 11apoJid. Toraa ecan teds B3JIOMAIOT, TO 3J0YMBILUICHHUKH [10J1y4ar
JOCTYI TOJIBKO K OJIHOMY MECTY, & HE BO BCE Cpa3y.

DNEeKTPOHHBIE JICHBIU

DIIeKTPOHHbIE I€HbI'H - DTO OYEHb YJOOHBIA CrIOCOO IUIaTeKEH, 0JHAKO CY-
LICCTBYIOT MOILUCHHHUKH, KOTOPLIE XOTSIT [HOYUYUTL ITH JACHBIH.

DJCKTPOHHBIC ACHBIM 1IOABUIUCH COBCEM HEJABHO M MMCHHO M3-3a 3TOI'0 BO
MHOI'MX IocylapcrBax J10 CUX 110p HE IIPOIIMCAHO PO HUX B 3aKOHAX.

B Poccun xe 0HM (DyHKUHMOHHPYIOT U O HHUX YX€ IPOIUCAHO B 3aKOHE, IAe
UX pa3/iesisiloT Ha HECKOJIBKO BHUJOB - aHOHUMHbIE U He aHOHMMHbIC. PasHuua B
TOM, YTO @aHOHUMHBIE - 3TO TE€, B KOTOPbIX pa3peliaeTcsi NPOBOJUTh onepaliuu 6e3
UIEHTU(PUKALMA TOJB30BaTelis, 4 B HCAHOHUMHbBIX MICHTU(UKALMS [10J1L30BATEIS
SIBJISICTCSE OOSI3aTEIbHOM.

Taxxe cielyer pas3iMuarb JEKTPOHHDbIC GUATHBIE JICHLIY (PaBHbI rOCyAap-
CTBEHHbIM BaIlOTaM) M 3JICKTPOHHLIC HeguaTHble AEHLI'WM (HE paBHbl rocynap-
CTBEHHBIM BaJIOTaM).

OcHoBHbI€ COBETHI 110 Oe30rnacHoi padbore ¢ IEKTPOHHBLIMU JeHbIaAMMU:

1. IlpuBsxu K cuety MOOMIBHLIA TesieQoH. DTO camblit yJ100HBIA U ObICT-
pbIi CrIoco0 BOCCTaHOBUTH JOCTYM K cyery. lpussizanubiii resieon nomoxer, ec-
au 3a0yjlellib CBOW IUIATCKHBLIA 11apOJib WJIM 3aijeulb Ha CalT ¢ HEe3HAKOMOI'o
yCTpoucTBa;

2. Ucnonp3y#n oxHopasosble naposd. Llocne nepexonua na ycuieHuylo aBro-
pu3auuio Tede yxe He OyaeT yrpoxkarh OllaCHOCTh KPaXKU MJIM [lepexBara 11aTex-
HOTIO [apoJs;

3. BeiGepu cioxHbli naposib. llpectynHukam Oyjer He npocro yrajiarb
CJIO’KHBIA MapoJib. Hafexxubie naposiu - 310 napoiu, KOTopble CoIepKaT HEe MeHee
8 3HAKOB W BKJIIOYAIOT B ce0sl CTPOUHBIE U NMPOTNUCHbIE OYKBBI, IUPPbI U HECKOJIb-
KO CHUMBOJIOB, Takue KakK 3HaK JoJuiapa, QyHra, BOCKIMIATC/IbHBIA 3HAK W T.I.
Hanpumep, $tR0Ong!;;

4. He BBOJIM CBOH JIMUHbBIC JaHHbIC HAa CalTax, KOTOPbIM HE JJ0BEpseUlb.

JIEKTPOHHAS 1104TA

DIIEKTPOHHAs 110414 - 3TO TEXHOJIOIHs W IIPEJlOCTaBIIsCMbIE €0 YCIYyTH I10
epechblyiKe U IOJYUYECHUIO DJIEKTPOHHBLIX COOOWIEHUH, KOTOPbIE paclIpeIelsioTCs B
KOMIbIOTEPHOR ceTh. OOBLIYHO JICKTPOHHBIA 110YTOBBINA SALIMK BBIMIAAUT CIIC1y-
IOLIMM 00pa3oM: UMs_MoJb30BaTe/si@uMs_aoMeHa. Takke Kpome 1iepejiadu npo-
CTOI'0 TEKCTa, UMEETCs BO3MOXHOCTD [1epe/iaBars (Pansibl.

OcHOBHbIE COBETDI 110 0€3011aCHON paloOTe ¢ AIEKITPOHHOHA 1109 TOH:



1. Hano BbiOparh IpaBWiIbHbIME MOYTOBBIH cepBuc. B HHTepHere ecTb
OIPOMHBIH BBLIOOP O€CIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUILE JOBEPATH TEM,
KOT'0 3Haellb U KTO IEPBLINM B PEUTUHIE;

2. He yka3piBail B 1M4HOH noyre JMUHY10 HHGopManuio. Harnpuamep, jaydie
BbIOpaTh "My3bIKalIbHbIA_(anar@" unu "pok2013" Bmecto "remal3";

3. Hcnoue3y#l ABYX3TallHYKO aBTOPU3ALMIO. DTO KOIjla [OMHUMO Hapoms
HY>KHO BBOAUTL KOJ, NpUChUIaeMbId 10 SMS;

4. Bbibepu c0XKHBIA NapoJib. [Jjs kax /1010 104TOBOIO SLIKKA JIODKEH ObITD
CBOM HaJEXHbIN, YCTOHUYMBLINA K B3JIOMY N1ap0Jib;

5. Ecay ecTb BO3MOXHOCTH HallMCaTb CAMOMY CBOH JIMYHBIA BOLIPOC, HUC-
110J1b3Y# 3TY BO3MOXHOCTS;

6. Ucnonb3yi HECKobLKO MOYTOBBIX AWKKOB. IlepBbid iist yacTHOH nepe-
IIMCKH C ajpecaTraMu, KOTOPLIM Thl [0Bepsielllb. DTO 3JIEKTPOHHbLIA a/[pec HE HAlO0
UCI0JIL30BATh NPU perucTpauuu Ha hopymax u calrax;

7. He orkpbiBail ¢adibl U Apyrye BIIOXKEHHUS B IIMUCbMaX, [ake ecCJd OHH
NPULLUIM OT TBOUX Apy3eil. Jlydiue yTOYHM y HUX, OTUPABISUIM JIK OHHA Tede ITH
OV DISH

8. [locne okoHuampsi paborTbl Ha IOYTOBOM CepBUCE NEpel 3aKpLITUEM
BKJIQJIKHM ¢ calTOM He 3a0y/ib HaxaTh Ha "Beiidtu".

KuOepOy ulMHT MM BUPTYalIbHOC U3/ICBATEIILCTBO

KuGepOyuHr - npeciieqoBaHle COOOLCHUIMH, COUEPXKALIMMU OCKOpOIIe-
HUsl, arpecCculo, 3anyrMBaHUe; XYJUIaHCTBO; COllMabHOe DOMKOTUpOBaHUE C T0-
MOILUBIO Pa3/IMUHBbIX UHTEPHET-CEPBUCOB.

OcHoHble coBeTbl N0 0opble ¢ KUdepOyIIITUHIOM:

1. He Opocalics B 0oit. JIyuuiunii crioco0: NoCoOBETOBATBHCS KaK ce0sl BECTH H,
€CJIM HET TOro, K KOMY MOHO 00paTHUTLCs, TO BHA4ale YCHOKOUTbCS. Eciau 1bl
Ha4Hellb OTBEYaTb OCKOPOJEHUSIMH Ha OCKOpPOJIEHHUs, TO TOIbLKO eue Ooblue
pa3oxOKelllb KOH(IUKT;

2. Ynpasasi cBoelt kubeppernyTauuei;

3. AHOHMMHOCTb B ceTH MHHUMas. CylwecTBYIOT CIOCOObl BBIACHUTb, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crtouT BecTH XyiMranckui oOpa3 BupryalbHoOH xxu3HH. Murepher
bUKCUpYeT BCe TBOMW JCHCTBMS M coxpatsier ux. Yaaiurb ux Oyjler KpadHe 3a-
TPYAHHUTCIbLHO,

5. CoOmoaai ¢BO BUPTYalbHYIO YECTh CMOJIOAY;

6. UrHopupyit eauHu4Hblid HeratuB. OJIHOpa30Bble OCKOPOUTEIbHbIE CO00-
WIEHHUs1 Jy4llle MrHopuposarb. OObIYHO arpeccusi MpeKpallaercss Ha HadajlbHOMH
CTaJuu;

7. ban arpeccopa. B nporpammax oOMeHa MI'HOBEHHbIMH COOOLUEHHUSMH, B
COLMAIbHBIX CETAX €CThb BO3MOXKHOCTEL OJIOKHPOBKHM OTIIPaBKH COOOILEHHI ¢ olpe-
JIeJIEHHbIX a/1pecoB;

8. Eciin TbI cBUaeTesb KnOepOy uinHra. TBOM AeUCTBUS: BBICTYIIHTL [IPOTUB
npecienoBarteisi, IoKasarb €My, 4T0 ero AeHCTBUS OLUCHHUBAOTCS HCIATHBHO, [10/1-
JepXKaTh JKEPTBY, KOTOPOH HY)KHa IICUXO0JOrMYEcKas OMOILb, COOOUMUTL B3pOC-
NBIM O (haKTe arpeCCUBHOIO MMOBEAEHHUS B CETH.



MoOunbpHBIHA Tesnedon

CospemMeHHble cMapT(HOHBI B [UIAHIIETH COAEPKAT B cebe BIIOJIHE B3POCIbIH
QYHKLHOHAN, U TENEpb OHW MOI'YT KOHKYPUPOBATL CO CTAIHOHAPHLIMU KOMIIbIO-
Tepamy. OJIHAKO, CPEACTB 3aUIMTHI JUISL NOJ00HBIX YCTPOMCTB 110K 0UCHbL MAIO.
Tectuposanue U MOUCK yA3BUMOCTEH B HUX HPOUCKOJMUT HE TAK HHTEHCUBHO, KAK
i K, To xe camoe kacaercsi U MOOMIILHBIX [IPUJIOKECHUH.

CospeMeHHble MOOHIIbHBIE Opay3epbl YK€ NPaKTUYECKH JIOTHAIM HACTOJIb-
Hble aHAJIOrW, OJHAKO paclIMpeHue (QYHKIMOHAIA BiledeT 3a co00H 00JIbIIYIO
CJIOHOCTb U MEHbBLUIYIO 3alLMIIEHHOCTD.

Jlajlexo He BCe MPOM3BOJUTENM BblIYCKAOT OOHOBIIECHHUS, 3aKPbIBAIOLIHE
KPUTHYECKUE YSI3BUMOCTH JUISE CBOUX YCTPOUCTB.

OcHoBHbIe COBETbI JIIsi 0€3011aCHOCTI MOOMIILHOIO TejiedoHa:

Hudvero He sBisiercst no-nacrosiieMmy OeciuiaribiM. byjib ocToposkeH, Bejib
Koraa tebe npeasaraior GecrjiaTHbl KOHTEHT, B HEM MOTYT ObITh CKPBITHLI KaKue-
TO IJIATHBIE YCJIYTH;

Hdymaii, npexgie yem ornpasutb SMS, doro wid Buaeo. Tel TOUHO 3Haellb,
rae oHu OyJyT B KOHEYHOM urore?

Heobxoaumo 0OHOBIISITL OIEPALIMOHHYIO CUCTEMY TBOCI'O CMAPTHOHA;

Hcnonb3yd aHTUBHPYCHbIC [IPOIPAMMBbL JUISE MOOUIIbHBIX TeJleOHOB;

He 3arpyxali npuioxeHuss oT HEHU3BECTHOIO UCTOYHMKA, BEUb OHU MOTYT
cozepKaTb BpeAOHOCHOE HPOI'PaMMHOE 00ecIeyeHne;

Ilocne Toro kak Thl BbIMCIIb C CaidTa, rjie BBOAWII JIMYHYIO UH(DOPMALKIO,
3aliu B HacTpolikyu Opay3epa u yaanu cookies;

[lepnonuuecku posepsid, Kakde NaarHble yeayrd akTUBUPOBaHbl Ha TBOEM
HOMEPE;

JaBail coii HoMep MOOWILHOTO TejedoHa TOILKO JIHO/MM, KOTOPbIX Tbi
3Haellb U KOMY JOBEpPSElLb;

Bluetooth gomkeH ObITh BBIKJIIOYCH, KOI'JIa Thl UM HE 10Jib3yeubest. He 3a-
ObIBail UHOT/1a IPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIe OHJIAHH-UIPBl - DTO KPacOYHbIC, 3aXBaTblBAIOLIUE pa3Blieye-
Hust, 00bEIUHSIONIHE COTHHU TLICSY YeJIOBEK 1o Bcemy Mupy. Urpoku uccienyior
JAHHBIA UM MHp, OOLIAIOTCS JPYT C JAPYrOM, BbIIOJIHSIOT 3a/1aHusl, CPaKalo1cs ¢
MOHCTPAMM M MOJIYYAIOT OIbIT. 32 YAOBOJILCTBHE OHM IUIATST! [OKYHNAIOT JIMCK,
onjayyuBalOT aDOHEMEHT HUJIM 1IpHOOpeTaloT Kakue-To ONIHH.

Bce atu cpeacrsa uayT Ha NOAACPKAHUE U pa3BUTUC UI'PL, & TAKXKE HA camy
0e30MacHOCTb: COBEPUICHCTBYIOTCS CUCTEMbl aBTOPH3ALMH, BBLIITYCKAIOTCS HOBbIE
natuy (UMGpPOBBIC 3aMJIATKH JUIS [IPOIPAMM ), 3aKPbIBAIOTCH YSA3BUMOCTH CEPBEPOB.

B noxoOHBIX HIpax CTOMT OHACATLCH HE CTONLKO CBOUX CONCPHUKOB,
CKOJILKO KpaXXM TBOEro MnapoJis, Ha KOTOPOM OCHOBaHa CHUCTEeMa apTopu3aliid
O0JbILIMHCTBA UIP.

OcHOBHbIE COBETHI 10 0E30MACHOCTH TBOEI'0 UI'POBOI'O AKKAYyHTa!

1. Eciin apyroit urpok Bejer ceOs MJI0X0 UM CO3JaeT Tede HEeNpHUsTHOCTH,
3a0JIOKHPY# €1I'0 B CIIUCKE UIPOKOB;



2. Ioxany¥ica aJIMUHMCTpATOPAM UIPbI HA ILIOX0E MOBEAEHUE ITOr0 UIpo-
Ka, )KeJ1aTelIbHO MPUJIOKUTh KaKUE-TO A0Ka3aTe/IbcTBa B BU/IC CKPUHOB;

3. He yxa3sbiBaii inunyto uudopmaiinio B ripodaiic urpsl;

4. YBaxal Ipyrux y4acTHHUKOB I10 UIpe;

5. He ycranaBnuBai HeopuMalIbHbIe NATYU U MOJIbL;

6. criones3y# CiioxHbIE 1 pa3HbIC 11ap0JIy;

7. [Jaxxe BO BpeMsl MUIpbl HE CTOUT OTKIIOYaTh aHTUBUpYC. Iloka Tbl Mrpa-
ellb, TBOH KOMIIBIOTEP MOTYT 3apa3uTh.

(DULLIMHT UK KpaXka JIMYHbIX AAHHBIX

OOb1uHON KpaXceH JIEHEr U JOKYMEHTOB CCIOIHS YKE HUKOI'O HE YIMBUILb,
HO ¢ pa3BUTHEM HHTCPHET-TEXHOJIOIMH 3JI0YMBIIUICHHUKHY [ICPEMECTUIUCH B HMH-
TEPHET, U IIPOAOJDKAIOT 3aHUMATHLCS "TI00MMBIM" JICJIOM.

Tak nosBunack HOBasg yrposa: MHTCPHET-MOLICHHHYECTBA WM (UIUHUHIL,
riaaBHas UeJib KOTOPOIo COCTOUT B [1OJTyYeHUH KOH(PUICHIIMAIbHBIX JIAHHBIX I10J1b-
30BaTesied - JIoruHOB U napoJjiell. Ha anrnuiickom sizbike phishing uutaercss kak
bumuKr (ot fishing - puidHas siosisi, password - napoJib).

OcHoBHbIE COBECTLI 110 OopLOE ¢ dUnIUHIOM:

1. Cieau 3a CBOMM akKayHTOM. Eciy Thl 110/103peBacllb, YTO TBOS aHKETa
Obliia B3JIOMaHa, TO HEOOXOAMMO 3a0J0KUPOBATL €€ U COOOIIUTH AAMHUHUCTPATO-
pam pecypca 00 3TOM KaK MOXHO CKOpee;

2. Ucnonb3yit Oe3omnacHble BeO-CalTbl, B TOM 4KUCJIE, UHTCPHET-Mara3uHoOB U
ITOUCKOBBIX CUCTEM;

3. Ucnons3yé cioxupie W pasHple napoid. Takum oOpasom, eciik TeOst
B3J10MAlOT, TO 3JOYMbBIIICHHUKH [10J1y4aT JOCTYII TOJIBKO K OJHOMY TBOEMY I1PO-
buiro B ceTH, a He KO BCeM;

4. Eciv TeOst B3/1OMalid, TO HEOOXOIUMO 1IPEYIIPE/HUTh BCEX CBOUX 3HAKO-
MbIX, KOTOpble J00aBiieHbl Yy T€0si B Ipy3bsiX, O TOM, 4TO T€0s B3JOMAIU W, BO3-
MOXHO, OT TBOEro HMMeHH OyJieT pacchUIaThesl ClaM MU CCBUIKM Ha (QPUIUMHIOBbIE
CaMThI;

5. Ycranosu Hanexubli 11aposn (PIN) Ha MOOMIILHBIH TesledoH;

6. OTK/II04M cOXpaHeHUe napoJs B Opaysepe;

7. He orkppiBali ¢ainabl v Jpyrue BJIOXKEHHS B [IHCbMax, Ja)e ¢Cld OHHU
NPUULTA OT TBOMX Apy3eil. Jlyule yTOYHM y HUX, OTIIPABISIM JIM OHU Tebe 2TH
bahbI.

[{udposas penyrauus

[ludpoBas penyTaimsi - 3T0 HEraTUBHAs WM I1O03UTHUBHA HHQOpPMAaLIUS B
cetu 0 tedbe. Komnpomerupyiowmas uidopmauus, pasMeLlennas B uurepuere, Mo-
XKET cepbe3HbIM 00pa3OoM OTPa3UTLCH Ha TBOEH peasbHOH xu3HU. "Liudposas pe-
nyTanusa’" - 9TO TBOH MMHJIK, KOTOpbIA GopMmupyercs U3 nHdopmauuu o rede B
VUHTEPHETE.

TBOE MeCTO KHUTeNbCTBA, YUeObl, TBOE HUHAHCOBOE I10JI0KEHHE, 0COOEHHO-
CTH XapakTepa W paccKasbl 0 OJIM3KMX - BCE DTO HaKallJIMBaeTCs B CETU.

MHorue rnoJpoCTKH JEeIKOMbICICHHO OTHOCSTCS K 11YOJIMKALUHU JIHHHOH HH-
¢dbopmaunyd B Murepnere, He NOHMMAas BO3MOXKHbBIX IOCHCACTBHHA. Tbl Jaxe He



CMOXeLb 10rafiaTbest 0 TOM, 4to dororpadus, pa3MelleHHas 5 JieT Ha3ajl, craja
NPUYMHOM OTKa3a puHsTL TeOs Ha pabory.

KommMmenrapuu, pasmeuienue 1Boux ¢ororpadui U Apyrde AeicTBus MOryT
HE MCUE3HYTh AaxKe I0CJe TOI'0, KaK Thl UX yAalullb. Tkl He 3HACUIb, KTO COXpa-
HMJI 3Ty MH(OPMALIMIO, 11011a/1a 1M OHA B [TOMCKOBbIC CUCTEMbl U COXPAaHUJIACh JIH
oHa, & IJlaBHOE: 4YTO [I0AYMAloT O Tede OKpyKalolue JIO/U, KOTOPble HAWAYT U
yBUAAT 310. Halitu uHdopmanmio MHOTO jieT cnycTsi CMOXeT OO0 - Kak U3 J100-
pbIX NOOYXAEHUH, TaK U ¢ HAMEPCHUEM [IPUUUHUTL BpEd. DTO MOXKET ObITb KTO
YrOAHO.

OCHOBHDBIE COBETBI 110 3aLIMTe HHDPOBON peryraumu:

1. Iloaymaii, npexie yeM 4ro-10 nyOJIMKOBaTh U nepeanals y ceds B Oiore
WJIM B COLIMATIbHOM CceTH;

2. B Hactpoiikax npoduiis yCraHOBM OrpaHHYEHHst HA [POCMOTP TBOEro
Npo(uiIs U ero COAEPKUMOro, cesai ero ToJabko "mis apy3ei”;

3. He pasmewail ¥ He yka3biBail HHPOPMALIMIO, KOTOPAsi MOXKET KOIo-a1udo
OCKOPOJIATL UK OOMXKATD.

ABTOpPCKOE 11paBo

CoBpeMeHHbIE IIKOJbHUKA - AKTUBHBLIC 110Jb30BaTC/Id LUUPPOBOIO 11poO-
cTpaHcTBa. OQHAKO 1aJIEKO HC BCE 3HAIOT, YTO 110J1b30BAHME MHOI'MMH BO3MOXKHO-
cTAMH LUpoBoro Mupa Tpedyer coOJIOACHUS IPaB HA MHTCIUIEKTYAlIbHYIO COO-
CTBEHHOCTb.

Tepmun "nHTeiIekTyanbHasi COOCTBEHHOCTh' OTHOCUTCS K Pa3IM4HBIM TBO-
PEHHUSAM 4YEJIOBEYECKOI'0 YMa, HadyMHasl ¢ HOBbIX U300pereHuid u 3Hakos, 0b603Ha-
4aloUIMX COOCTBEHHOCTL Ha IPOAYKIBI U YCIYI'M, U 3aKaH4yMBasi KHUIaMu, Goro-
rpaMsAMH, KHUHOGHUIbMAMH U MY3bIKAJIbHBIMH 11IPOM3BECICHAAMH.

ABTOpCKHE MpaBa - 3TO [1paBa Ha UHTEJUIEKTYyalbHYK COOCTBEHHOCTb Ha
NPOU3BEICHUS HAYKH, JIMTEPATYPLl U HCKYCCTBa. ABTOPCKUE [paBa BbICTYIAIOT B
Ka4yecTBe IapaHTUH TOI0, YTO UHTEIICKTYa/lbHBII/TBOPYECKHUI TPpyL aBTOpa He Oy-
JIeT HaNpacHbIM, JACT €My CIIpaBeJIMBbIC BO3MOXHOCTH 3apadoTaTh Ha pe3ylibra-
Tax CBOEro Tpy/Ja, MNOJy4uTb U3BECTHOCTL U npusnauue. Hukro 6e3 paspelicHust
aBTopa He MOXET BOCIPOU3BOJAUTL €ro NMPOU3BEICHHUE, paClpOCTPasTh, 1Iy0I1y-
HO ACMOHCTpHpPOBAaTbL, NpojJaBarb, HMIIOPTHPOBAaTb, IIyCKaATlb B IIpOKAl, l'lyGJlH"il'IO
UCIIONHATH, I0KAa3bIBATL/UCIIONHATE B 2(Upe nin pasmeltars B Murepuere.

Hcnonb3oBanue "nuparckoro” mporpaMMHOro 0OeCreYeHUss MOKET NpuBe-
CTM K MHOTUM pUCKaM: OT IOTEPH JAHHBLIX K TBOMM aKKayHTaM 10 OJOKHPOBKU
TBOEro YCTPOWCTBA, rje ycraHoBJIeHa HejeraibHas nporpamma. He crout takxe
3a0bIBaTh, YTO CYLIECTBYIOT JICrajibHble M OecllaTHble [IPOIPAMMBl, KOTOpbIE
MOYHO HAWTHU B CCTH.

O noprane

CeTeBHUOK.p(] - TBOW IJIABHBIH COBETYMK B CETU. 3/1€Ch Thl MOXKELIb Y3HATb
0 0€30MaCHOCTH B CETH MOHATHLIM U JOCTYIIHLIM SI3bIKOM, & [PU BO3ZHUKHOBEHHHU
KPUTHYECKOW CHUTyaluUH o0paTHUTLCS 3a COBETOM. A TakKXXe IIPUHATh ydacTHE B
KOHKYpCax ¥ CTaTh CaMbIM LIUGPOBLIM I'paxAaHUHOM!



