JlakuiweBa  Moanvcaro undposoit [IPWJIOXEHUE Ne 3

noAnucbio: Jiakuwesa K ITonoxxenwuto o caiire MAOY COIII Ne 20
EneHa E;:ézf;;pg;;; npukas Ne 406 ot 30.08.2024
neTpOBHa 11:55:13 +03'00' Jlpexrop MAOY COILL Ne 20

E.Il. JIskumeBa
« 30_»_ 08 2024 r

NudopmanuoHHad NaMATKA
JIS 00y4aIOIIUXCS IS pa3MeleHusi Ha 0pUuuMaILHOM caiiTe
MYHHIHIIAJIBHOT0 ABTOHOMHOI'0 00111€00Pa30BaTEJIbHOI0 YUPEKACHUA
MYHHIMIIAJIBHOT0 00pa3oBanus ropoa Kpacnonap
cpeaHsisa 001Ieo0pa3oBaTesibHast mKoaa Ne 20
umenu Ilasna TrouasieBa

C xaxabIM roJIoM MOJIOJEKHU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ INKOJIBHUKHU OJHH U3 CaMbIX
AaKTHBHBIX II0JIb30BaTenek Pynera. Mexy Tem, IOMUMO OIPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECET U MPOOJIEMBI.

Ota namsaTKa J0/DKHA IOMOYb Tebe 6e30I1aCHO HAXOUThCS B CETH.

KoMnbroTepHbie BUPYCHI

KomMmmproTepHslii BUpyC - 3ro pa3sHOBUJIHOCTb KOMIBIOTEPHBIX MPOrpamMM, OTIMUYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIII€TCSI CIIOCOOHOCTh K pa3MHOXEHHI0. B JomosHeHHe K 3TOMy,
BUPYCHI MOT'YT IOBPEIUTh UJIH MTOJHOCTHIO YHUUYTOXKUTD BCe (DalIbl U JaHHbBIE, TIOJKOHTPOJIbHBIE
H0JIb30BATENI0, OT UMEHH KOTOPOTo ObUIa 3allyllieHa 3apa)KeHHas IporpaMma, a TakKe MOBPEIUTh
WIN Aa)Ke YHUUYTOXKUTh ONEPALIMOHHYIO CUCTEMY CO BCeMH (aillaMu B LIETOM.

B GonpuIMHCTBE ci1yyaeB paclpOCTPAHSIIOTCS BUPYChI YEPE3 UHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamMM:
1. Vicnonb3yil coBpeMEHHbIE ONEpaIlMOHHbIE CUCTEMBbI, UMEIOILINE CEPhE3HbII YPOBEHD 3alllUThI
OT BPEJOHOCHBIX IIPOTPaMM;
2. IlocrosHHO ycTaHaBinMBail HauTu (UM(GPOBBIE 3aIUIATKH, KOTOpPblE aBTOMATHUYECKU
YCTaHABIIMBAIOTCS C LIEJIbIO JOPA0OTKHU MPOTrpaMMBbl) U Ipyrue 0OHOBJIEHUS CBOEH ONepallnoOHHON
cucteMbl. CkauuBail UX TOJIBKO ¢ ouIManbHOrO caita pazpaborunka OC. Ecnu cymectByer
PEeXUM aBTOMaTHYECKOr0 OOHOBJIEHHUSI, BKJIIOUH €T0;
3. Paboraii Ha cBOEM KOMITBIOTEpE TOJ] PaBaMM MOJIH30BATENS, @ HE a[IMUHHCTpAaTOpa. JDTO HE
MO3BOJIMT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;
4. Hcnonb3yd aHTUBUPYCHBIE MPOTpPaMMHBIE TPOJYKTHl HM3BECTHBIX HPOU3BOJIUTENCH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;
5. Orpannyp (pU3NYECKHd JOCTYH K KOMIBIOTEPY AJISl IOCTOPOHHUX JIUIL;
6. Vcnonp3yli BHENIHWE HOCHTEIM WHPOPMAIMHU, TaKWe Kak (QIemka, TUCK Wik ¢ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (PAIIBI, TOJyYEHHbIE U3 HEHAIEKHBIX UICTOYHHUKOB. J{axe Te
¢aiinbl, KOTOpBIE IpUCIIAl TBOM 3HaKOMBIN. Jlydiie yTo4HM y Hero, OTIPABIISII JIM OH Te0e HX.
Cetu WI-FI

Wi-Fi - 310 He BUI mepeaun JaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIMIIb OPEH, MapKa.



Eme B 1991 romy Huzaepnanjackas kommnaHus 3apeructpupoBana Openn "WECA", uto
ob6o3nauano cioBocoueranue "Wireless Fidelity", kotopsiii mepeBoauTcs Kak "OGecrpoBOHAsS
TouHocTh". Jl0o Hamero BpeMeHHU Jolia jApyras abOpeBuaTypa, KOTOpas SIBISETCS TaKO ke
TexHoyioruei. Oto abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO TaHO ¢ HAMEKOM Ha CTaHIAPT
BhIcHIeH 3ByKOoBoW TexHUKHU Hi-Fi, uTo B mepeBosie o3HavyaeT "BbICOKasi TOYHOCTH .

Ja, OecrnaTHBIH HHTEPHET-TOCTYN B Kade, OTeNsIX M a’pornoprax SBJISETCS OTIWYHOU
BO3MOXKHOCTBIO BBIXO/1a B MHTEpHET. HO MHOTHE 3KCIIEPThI CUUTAIOT, YTO 00mIenocTymHbie Wi- Fi
CETH HE SIBIISIOTCS OE30TaCHBIMHU.

CoBeTslI 110 6€30MacHOCTH paboThl B 001Ie10CcTymHbIX ceTsax Wi-fi:

1. He mepenasaii cBoro Tn4Hyto nHGOpMaruio gepes oomenocrymnasie Wi-Fi cetu. PaboTas B HuX,
JKeNaTeIbHO He BBOAMTH IApPOJIH JIOCTYIIA, IOTHHBI M KaKHe- TO HOMEpa;

2. Ucnonp3ylhi m OOHOBISH aHTHBHPYCHBIE MporpamMmbl W OpaHamayep. Tem cambIM THI
o0e3omnacuiib cedsi OT 3aKauKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun Gynkuuro "OOmmii goctyn k ¢ainam u npuHrepam’.
Jannast GpyHKIUS 3aKpbITa IO YMOJTYaHHIO, OJTHAKO HEKOTOPHIE MOJIb30BATENN aKTUBUPYIOT €€ IS
y100CTBa UCIONIb30BaHUS B paboTe unu ydede;

4. He ncnonb3yit myonnunsii W1-F1 ais nepegaun JTUYHBIX JaHHBIX, HAIPUMEp Ul BHIXO/A B
COLIMATIbHBIEC CETH WIU B DJIEKTPOHHYIO TOYTY;

5. Ucnonp3yii TopKO 3amunieanoe coenuaenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
anpeca BBoau umeHHo "https://";

6. B MmoOmiibHOM Tenedone otkimoun ¢pyukiuio "Tlogkmouenue k Wi-Fi aBromatndecku". He
JOTTyCKald aBTOMaTHYECKOTO MOIKITIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacwusi.
CounanbHble ceTH

CoumasnbHble CETH aKTUBHO BXOJST B HAIly XH3Hb, MHOTHE JIIOAW PabOTAOT W JKUBYT Tam
noctossHHO, a B Facebook yxe 3apeructpupoBaH MHJUIMAp] 4YeEJIOBEK, YTO SIBJISETCS OJHOM
cellbMOM BCeX JKHTeNIeH IIaHeThl. MHOTMe MOoJb30BaTeIM HE MOHMMAIOT, YTO HH(pOpMalus,
pasMelleHHas UMH B COIIMAJIbHBIX CETSAX, MOXKET ObITh HalJJleHa M UCIOJIb30BaHA KEM YIOJHO, B
TOM YHCJIe HE 00s13aTeNIbHO C OIaruMHU HaMepeHHUSIMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COLIUAIBHBIX CETSX:

1. Orpannub cnucok apyseid. Y 1e0s B APy3bsAX HE JOJKHO OBbITh CIY4alHBIX M HE3HAKOMBIX
JIIoJIeH;

2. 3amumiail cBOI YacCTHYIO KH3HB. Fie ykaswiBail maposin, TenedoHbl, agpeca, AaTy TBOETO
POXACHUS W APYIYIO JIMYHYI0 HH(POPMAIUIO. 3II0YMBIIUICHHHKH MOTYT HCIIOJB30BaTh a)Ke
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE IPOBECTH KaHUKYJIBI;

3. 3amuiail CBOIO peryTaiuio - Aep KU €€ B YUCTOTE U 3a/1aBail cebe BOIpOoC: X0TeN Obl Thl, YTOOBI
Jpyrue TOJb30BaTeNM BHJENH, 4YTO Thl 3arpyxaems? Ilogymail, mnpexiae ueM dYTO-TO
OIMyOJIMKOBATh, HAMKICATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPUIIb C JIFOABMHU, KOTOPBIX HE 3HAEIllb, HE MCIOJB3YH CBOE pealbHOe MMs U
JPYTyIo JUUHYIO0 HH(GOPMALIUU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eObl U poYee;

5. Uzberait pasmemnienust ¢otorpaduii B MHTEpHETE, TI€ THI M300paK€H HAa MECTHOCTH, II0
KOTOPOH MO>KHO OTIPEICTNTh TBOE€ MECTOTIOIOKEHHE;

6. Ilpu perucTparmyi B CONMAIBHOW CETH HEOOXOAWMO WCIIONB30BaTh CIIOKHBIE MapOJIH,
cocrosmIre u3 OykB U U(pP U ¢ KOJTUUECTBOM 3HAKOB HE MeHee §;

7. 1 conuanbHON CEeTH, MOYTHI U IPYTUX CATOB HEOOXOAMMO MCIOJIb30BATH pa3HbIE MAPOJIH.
Torna ecnu Te6s1 B31I0MAIOT, TO 3I0YMBIIIICHHUKH TOIYYaT JOCTYII TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpasy.



DJIeKTPOHHBIE IeHbI'H

DJNEeKTPOHHBIE JCHBI'M - 3TO OYEHb YAOOHBIM crmocod IuIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJYYUTh 3TH JACHBIU. DJIEKTPOHHBIE JEHBIH MOSIBUINCH COBCEM
HEJABHO M MMEHHO M3-3a 3TOI'0 BO MHOI'MX I'OCYJapCTBax JI0 CUX IOpP HE IMPONHUCAHO MPO HUX B
3akoHax. B Poccun e oHu (PyHKIIMOHUPYIOT U O HUX YK€ IIPOIIUCAHO B 3aKOHE, 1€ UX PA3JAEISIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIC U HE aHOHMMHBIE. Pa3HKIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercs IpOBOAUTH oOnepauuu 0e3 HACHTU(QHUKALMMU [0JIb30BaTeNs, a B
HEAaHOHMMHBIX MJEHTU(UKALUSA T[0JIb30BaTeNs sBiseTcss oOs3arenbHO. Taxoke ciemyer
pas3nnyaTh MEKTPOHHBIC (PMATHBIE NIEHBIU (PaBHBI FTOCYIAPCTBEHHBIM BAIIOTaM) M 3JICKTPOHHBIC
HeuaTHbIC ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 0€30IacHOM paboTe C AIEKTPOHHBIMU JCHbIAMHU:
. IIpuBspKH K cueTy MOOMIIBHBIH TeraeoH. ITO caMblii y10OHBIH 1 OBICTPHII CIIOCOO BOCCTAaHOBUTH
noctymn K cuery. [IpuBsizaHHbIN TeaeOH TOMOXKET, ecliu 3a0y/IeIlb CBOU TUIATEKHBIN MapOoIIb WIIN
3aliJielIb Ha CAalT C HE3HAKOMOT'O YCTPOMCTBA;
2. Wcnonb3yit onHopasoBble napoiu. [locne nepexoa Ha yCUIIEHHYIO aBTOpHU3alMIO Te0e y)Kke He
OyZIeT yrpokaTh OIaCHOCTb KPayKU WM NIEpexBaTa IIaTEKHOI0 apoJis;
3. BriOepu cnoxubiii maponb. IlpectynmHukam OymeT HE TPOCTO yrajaTh CIOXKHBIA IMapoJb.
Hanexxnble maposin - 3TO mapoiu, KOTOpblE COJEpKaT HE MEHEE 8 3HAKOB M BKJIKOYAIOT B ceO
CTPOYHBIE U TIPONIUCHBIE OYKBBHI, U PHI U HECKOJIILKO CHMBOJIOB, TAKHE KaK 3HAK JoJuiapa, GpyHra,
BOCKJIMLIATENbHBIN 3HaK U T.11. Hanmpumep, StROng!;
4. He BBO/I CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE J0BEPSECLIb.

DJIEKTPOHHASA MOYTA

ONEeKTpOHHAs IoYTa - ATO TEXHOJIOTHS U IPENOCTABISEMBIE €10 YCIYTH IO IEPECBUIKE U
MOJYYCHHUIO DIIEKTPOHHBIX COOOLICHHWH, KOTOpPBIC DPACHPEIEINSIOTCS B KOMITBIOTEPHOH CETH.
OO6b1yHO ANEKTPOHHBIA  TOYTOBBIA  SALIUK BBITJISIIUT CJIEIYIOLUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@HUMs_JTOMEHa. Takke KpomMe Iepeaud MpOCTOro TEKCTa, HMEeeTcs
BO3MOXKHOCTb NepeaaBaTh (paisibl.

OcHOBHBIE COBETHI HO 0€301acHOM paboTe C ATEKTPOHHOU MTOYTOM:
1. Hago BbIOpaTh NpaBWIBHBIM IMOYTOBBIM cepBUC. B HHTEepHETE ecTh OTrpOMHBINA BBIOOp
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPSATHh TEM, KOTO 3HAEIIb U KTO NEPBbIA B
pEeUTHUHrE;
2. He yxaspiBaii B JMYHOM moure JuuHyro HHpopmaruio. Hampumep, nyumie BblOpath
"My3bIKabHbIN (panat@" i mpok2013" BmMecTo "Tema 13";
3. Mcmonb3yil ABYXATalHYIO0 aBTOPHU3ALHMIO. DTO KOTJa MOMHMO MapoJisi HY)KHO BBOAHTH KO/,
npucbUIaeMblil mo SMS;
4. BeiOepu CIOXKHBIN Tapoib. [ KaKI0TO MOYTOBOTO SIIHUKA JOHKEH OBITh CBOM HAIC)KHBIMH,
YCTOWYMBBIN K B3JIOMY 1apOJIb;
5. Ecim ecth BO3MOXHOCTh HamucaTh CaMOMYy CBOW JIMYHBIA BOIPOC, HCIOJB3YH ATy
BO3MOYKHOCTb;
6. Mcronb3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. [1epBbIil 1s1 YaCTHOM MEPENuCcKu C ajpecaTamu,
KOTOPBIM ThI TOBEPSAECIIb. DTO IEKTPOHHBIN aJIpec HE HAJ0 UCIIOJIb30BaTh IIPU PErMCTpaluy Ha
dbopymax u caiftax;
7. He otkpseiBaii (haiiibl U Apyrue BIOXKEHHS B MHUCbMax, JlaXKe €ClIM OHU MPUIUIA OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISIIN T OHU TeOe 3TH (ailibl;
8. Ilocne oxoHYaHHs PabOTHI Ha TIOYTOBOM CEpPBHUCE Tepesa 3aKpPHITHEM BKJIAIKH C CATOM He
3a0yab HaxaTh Ha "Beridtu".



Ku6epOyJinHT MiIM BUPTYaJIbHOE H31€BaTeJIbLCTBO

KubepOynnuHr - mpeciaenoBaHUe COOOIIECHUSIMH, COACPKAIIMMHU OCKOpPOJICHMS, arpeccHio,
3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C MOMOINBIO PA3IMYHBIX MHTEPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITHHTOM:
1. He Opocaiicst B 60ii. Jlydmmii crioco6: mMOCOBETOBATHCS KaK ce0s BECTH M, €CIIM HET TOTO, K
KOMY MOKHO 00paTUThCS, TO BHaYalle YCIIOKOUThCA. Eciu Thl HAUHEIb 0TBeYaTh OCKOPOJICHUAMU
Ha OCKOPOJICHHSI, TO TOJIBKO €Ilie OO0JIbIIe Pa30AIKEIIb KOH(PIIUKT;
2. YripaBisiii CBOeH KuOeppenyTaiuei;
3. AHOHMMHOCTb B ceTd MHUMAs. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM,;
4. He crout BecTH XYJIMTaHCKHHA 00pa3 BUPTYyalbHOH ku3HU. IHTEpHET (UKCUPYET BCE TBOU
NEHCTBUS U COXpaHSIET UX. Y TaIUTh UX OyJIeT KpaiHe 3aTpyIHUTENBHO;
5. Cobumro1aii CBOXO BUPTYaIbHYIO YECTh CMOJIONY;
6. Urnopupyit enunuuynbii HeratuB. OIHOpPA30BbIE OCKOPOUTENbHBIE COOOIICHHS JIy4Ile
UrHopupoBaTh. OObIUHO arpeccusi NpeKpalaeTcs Ha Ha4ajJbHOU CTaauH;
7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COLIMANBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPABKU COOOILIEHUH C OMPEICTICHHBIX apEeCcOB;
8. Ecim T cBuzmeTens kuOepOysmHra. TBOM NEHCTBHS: BBICTYIUTH MPOTHB IpPECiIeAOBaTENs,
MOKa3aTh €My, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETAaTUBHO, TIOJEPKATh KEPTBY, KOTOPOM HY>KHA
MICUXOJIOTHYECKast MOMOIIb, COOOLTUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBE/ICHUS B CETH.

MoOnabHbII Tes1eoH

CoBpemenHble cMapTHOHBI U MIIAHIIETHI COAepkKaT B ce0e BIOJTHE B3pPOCTbIA (DYHKIIMOHAN, U
Ternepb OHH MOTYT KOHKYPHPOBaTh CO CTAallMOHAPHBIMH KoMIbloTepamu. OgHAKO, CpEeICTB
3aLUTHI JJIs1 TOAOOHBIX YCTPONUCTB MOKA 04€Hb Majo. TecTupoBaHUE U MOUCK YA3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak s [1K, To e camoe kacaeTcst 1 MOOUIIBHBIX TPUIIOKEHUH.

CoBpemeHHbIe MOOUIIbHBIE Opay3ephl yKe MPaKTUYECKH JOTHAIN HACTOJIBHBIE aHAJIOTH, OJTHAKO
pacuuperue GyHKIIMOHAa BIEYET 32 COO0M OOJBIIYIO CIIOKHOCTh M MEHBIITYIO 3alUIIEHHOCTb.
Jlaneko He Bce MPOMU3BOAMUTENN BBIIYCKAIOT OOHOBJIEHMSI, 3aKpbIBAIOIIME KPUTHUECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 6€30MaCHOCTH MOOMIILHOTO TeeoHa:
Huuero He siBisieTcs MO-HACTOALIEMY OECIIIaTHBIM.
Bynws octoposkeH, Beap Korjaa Ttede mpeniararoT OecriaTHBI KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKue- TO TUIaTHBIE YCIYTH;
Jymaii, pexxae dem otnpaButh SMS, ¢hoto miam Buaeo. Tl TOYHO 3HAEIIb, e OHU OyIyT B
KOHEYHOM uTOTe?
Heo0xoaumo 0OHOBIISITH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;
Vcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOUJIBHBIX TeNIe(OHOB;
He 3arpyxail npuioXeHHss OT HEM3BECTHOIO MCTOYHMKA, BEIb OHM MOTYT COJEpPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYeHUE;
[Tocne TOro Kak Thl BBIAJEIIb C caiiTa, I/ie BBOAMII JIMUHYIO HHPOPMAIIHIO, 3aii11 B HACTPONKHU
Opaysepa u ynanu cookies;
[Tepuoanuecku npoBepsiil, Kakue MIaTHbIE YCIYT'H aKTUBUPOBAHBI HA TBOEM HOMEPE;



JaBaii cBoii HOMep MOOHJIBHOrO TenedoHa TOJNBKO JIOASAM, KOTOPBIX Thl 3HACUIb U KOMY
JIOBEpSICIIb;
Bluetooth nmomkeH ObITH BBIKIIOYEH, KOTJa Thl UM He Mojb3yelibes. He 3a0biBail mHOIIA
HPOBEPSATH 3TO.
Online urpspi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOYHbIE, 3aXBATHIBAIOLINE pa3Bieueusi, 00beAUHAIONINE
COTHH ThICAY YEJIOBEK 10 BceMy MHUpyY. MIrpoku uccnenyroT JaHHbI UM MUp, OOLIAKOTCS APYT C
JPYTOM, BBIMOJIHAIOT 3a/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U IIOJY4at0T ONBIT. 32 y10BOJIBCTBUE OHU
IUIATAT: MOKYMAKT JUCK, OIJIAYMBAIOT a0OHEMEHT WK MPHOOPETaroT Kakue-To onuuu. Bee atu
CpeAcTBa HIYT Ha TMOJJEpKaHHE M pa3BUTHE WIPbI, a TaKkKe HAa caMy O€30MacHOCTS:
COBEPILEHCTBYIOTCSI CHCTEMbl aBTOPU3AINH, BBIITYCKAIOTCSI HOBbIE MaT4u (IU(POBBIC 3aIlJIaTKU
JUIS IPOTPaMM), 3aKPBIBAIOTCS YS3BUMOCTU CEpBEPOB. B MOAOOHBIX UTpax CTOUT Omacatbes He
CTOJIKO CBOMX COIIEPHHMKOB, CKOJIBKO Kpa)XM TBOETO IapoJid, Ha KOTOPOM OCHOBaHa CHCTEMa
aBTOpH3alMU OOJIBIIMHCTBA UTD.
OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA:
1. Ecnu apyroit urpok BeieT ceOs II0X0 WK CO3/1aeT Tebe HeNPUATHOCTH, 3a0JIOKUPYH €ro B
CIMCKE UT'POKOB;
2. Iloxanyiica aIiMUHUCTpATOpaM MIPbl HA IJIOXOE€ MOBEAEHUE 3TOr0 MIPOKA, XKEJIATEeIbHO
NPUJIOKHUTH KaKHUe-TO JI0Ka3aTeNIbCTBA B BUJE CKPHUHOB;
3. He yka3piBaii mnunyro nH(popMaIuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;
5. He ycranaBnuBaii HeopuIMaIbHbIE TATYH U MOJIBI,
6. Mcronb3yii CloXKHbIE U pa3HbIe MapoJIy;
7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [1oka Thl Urpaenib, TBO KOMIBIOTED
MOTYT 3apa3UTh.

@UIIMHT WU KPaKa JUYHBIX JaHHBIX

OOBIYHOI Kpakel JeHeT W JOKYMEHTOB CErOJHs YK€ HHUKOTO HE YIHWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHIA 3JIOYMBIIUICHHUKH TEPEMECTHIIUCh B HMHTEPHET, M TPOJOJIKAIOT
3aHUMaTbcs "MHOOUMBIM" fenoM. ['ak mosiBuiIack HOBas yrpo3a: MHTEPHET-MOLIEHHUYECTBA UIIH
GUIIMHT, TJaBHAs IeJIb KOTOPOTO COCTOMT B TIOJNYYEHHUH KOH(UACHIMAIBHBIX JaHHbBIX
NoJIb30BaTese - ToruHoB U naposeid. Ha anrnuiickom si3pike phishing unraercs kak ¢pumuHr (ot
fishing - peiOHas noBust, password - Tapos).
OCHOBHBIE COBETHI IO OOPHOE ¢ PUIIMHTOM:
1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mojj03peBaeliib, 4TO TBOsSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X0/1MMO 3a0JIOKMPOBATh €€ U COOOIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM Kak MOXHO
CKOpEEe;
2. Vicrionb3yii 6e30macHble Be0-CalThl, B TOM YHCIIE, HHTEPHET-Mara3nHOB M TOUCKOBBIX CUCTEM;
3. Hcmonme3yil cilokHbIE W pa3Hble Mmapoid. TakuM oOpa3om, eciau TeOs B3JIOMAIOT, TO
37I0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;
4. Ecnu 1ebst B3MOManM, TO HEOOXOAUMO MPEAYNpPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no6aBiieHb! y TeOs B IpY3bsIX, O TOM, UYTO T€Os B3JIOMAJIU U, BO3MOXKHO, OT TBOETO UMEHHU OyJeT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CAMTHI;
5. YcranoBu HagexHblit maposb (PIN) Ha MoOMITbHBIH TenedoH;
6. OTKIIIOYM coXpaHeHHe mapois B Opaysepe;
7. He otkpeiBail (aiiipl u Apyrue BIOXKEHUS B MHUChMax, JaKe €CIM OHH IPUILTH OT TBOHMX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIA JIM OHU Te0e 3T (paiiibl.



ud¢posas penyrauus

[udposas penyrauusi - 3TO HEraTHUBHAas WJIM TO3UTHBHAas HMHQOpMalus B ceTu O Tebe.
Komnpomerupyromas nHpopmanus, pasMelleHHas B MHTEPHETE, MOXKET CEpbe3HbIM 00pa3zoM
OTpa3uThbCs Ha TBOEH peanbHON xu3HU. "Llndposas pemyranus” - 370 TBOW UMUK, KOTOPBIHA
dopmupyercss u3 uHpopmanuu o Tebe B MHTEpHEeTe. TBOe MECTO KHUTENbCTBA, yueObl, TBOE
(¢uHAHCOBOE TIOJOXKEHUE, OCOOCHHOCTH XapakTepa M paccka3bl O OJIM3KUX - BCE 3TO
HaKaIUIMBAeTCs B CETH.

MHorue MnoAPOCTKH JIETKOMBICIEHHO OTHOCATCS K IYOJUKalUM JUYHOW HH(pOpMaluu B
WuTepHeTe, He TOHMMasi BO3MOXKHBIX IOCIeACTBUM. ThI a’ke HE CMOXKEIb 10rafaTbesi O TOM, YTO
dororpadus, pasmenieHHas 5 JeT Ha3an, crajla MPUYMHON OTKaza MPUHATH TeOs Ha padoTy.
KommenTapuu, pa3menienne TBoux Qgortorpaduii u qpyrue AeWCTBUS MOTYT HE HCUE3HYTh JTaXe
MI0CJIE TOTO, KaK Thl UX yIAIHIIb. THl HE 3HACIIb, KTO COXPaHMJI 3TY HH(OPMAIIHIO, TIOTIAJIA JIX OHA
B IIOMCKOBBIE CCTEMBbl U COXPAHWJIACh JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKpy’Karoliue
JFO/IM, KOTOPble HAUAYT M YBUAAT 3T0. HaliTu MHPOpMALIMIO MHOTO JIET CITYCTSI CMOXKET J000i1 -
KaK 13 100pbIX MOOYXICHHH, TaK ¥ ¢ HAMEPEHHEM IPUUUHHUTD Bpel. DTO MOXKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 110 3aIIUTE UPPOBOIl permyTaluu:

1. Ilogymaii, mpex/ie 4eM uTo-To MyOJIMKOBaTh U NepeAaBath y ceOs B OJ0re UM B COLUANBHOM
cerTu;
2.B HacTpoiikax mpoduis ycTaHOBH OTrpaHHYEHHs Ha MPOCMOTP TBOETO HPOPWIS H €ro
COJIEPKUMOTO, C/IeJIaid €ro TOJIbKO "1 Apy3ei';
3. He pa3memail u He ykas3blBall MH(OpMAIHIO, KOTOPas MOXET KOro-au0o OCKOpOISATh WU
00MXaTh.

ABTOpCKOE NMPaBo

CoBpeMeHHbIE IIKOJBHUKU - aKTUBHBIE IOJIb30BaTeIM LU(POBOro mnpocrpaHcTBa. OmHAKO
JTaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMH BO3MOXHOCTSIMM LH(POBOro Mupa Tpedyer
COONIIOJIEHUs] TpaB Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTb. TepMHH "MHTEIIEKTyalbHas
COOCTBEHHOCTH'" OTHOCHUTCS K pa3IU4HbIM TBOPEHHSM UYEIOBEYECKOTO YMa, HauyMHasi C HOBBIX
n300peTeHnil 1 3HaKOB, 0003HAUYAIOIUX COOCTBEHHOCTh HA MPOJYKTHI M YCIYTH, U 3aKaHYUBas
KHUTaMH, QoTorpadusiMu, KHHOPHUIBMAMA U MY3bIKAJIbHBIMHU TIPOU3BEICHHUSIMH.

ABTOpCKHE ITpaBa - 3TO NpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOM3BEACHUST HAYKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOPCKME MpaBa BBICTYHNAIOT B KauyeCTBE TapaHTHM TOro, 4TO
MHTeJUIEKTYalIbHBINA/TBOPUECKUN TPyA aBTOpa He OyAeT HampacHbIM, JacT €My CIpaBeUINBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPy/Aad, NOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOJAUTH €0 MPOU3BEACHUE, PACTIPOCTPAHSITh,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HMMIIOPTHPOBATH, ITyCKaTh B MPOKAaT, MyOJIWIHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTs B IHTepHeTe.

Hcnonb3oBanue "muparckoro" MporpaMMHOrO 0OeCredeHUs] MOKET MPUBECTH K MHOTMM
pHCKaM: OT MOTEpH JaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBA, T
yCTaHOBJIEHA HeJeranbHas nmporpamma. He cTouT Taxoke 3a0bIBaTh, UTO CYIIECTBYIOT JieTalbHbIE
1 OecruIaTHBIE MPOTPaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O moprane CereBu4ok.pd - TBOW TJIABHBIH COBETYMK B CETH. 3/1€Ch Thl MOXXEIIb Y3HATh O
0€30IaCHOCTH B CETH TOHSATHBIM M JIOCTYITHBIM SI3IKOM, a MPH BO3HHUKHOBEHUH KPUTHYECKON
cUTyalui OOpaTUTHCS 32 COBETOM. A TakXkKe NMPHHSATH ydacTHe B KOHKYpPCAaX M CTaTh CaMbIM
U(PPOBBIM TPAKIAHUHOM
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